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ABSTRACT
In this work, we develop a realistic threat model for attacks
on modern air traffic communication networks and show that
current state-of-the-art countermeasures such as multilateration are insufficient. We propose two alternatives, a statistical location verification technique and a grid-based location estimation approach, to deal with the identified threats.
We evaluate our proposals using real-world flight data and
quantify their effectiveness in terms of aircraft location accuracy, resilience to message injection attacks, attack detection
speed, and surveillance coverage.
Our results show that the statistical verification approach
can increase the effective air traffic surveillance coverage
compared to multilateration by a factor of more than 100.
Concerning our location estimation method, we find that
the mean aircraft location accuracy can be increased by up
to 41% in comparison with multilateration while also being
able to pinpoint ground-based attackers with a mean error
of 145 m for air-based attackers. Finally, we demonstrate
that our proposal is lightweight as it does not require any
changes to the existing air traffic protocols and transmitters,
and is easily implemented using only low-cost hardware.
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Categories and Subject Descriptors
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Security and protection

1.

INTRODUCTION

Automatic Dependent Surveillance - Broadcast (ADS-B)
is currently rolled out as part of next generation air traffic control (ATC) networks in most of the world’s airspaces.
The ADS-B protocol is intended to facilitate the safe and efficient transportation of more than 2 billion passengers per
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year by 2020 and provide the future backbone for the regulated control of Unmanned Aerial Vehicles (UAV). By now,
the major airlines are upgrading their fleets with this new
technology, and ADS-B signals are broadcast by 70-80% of
commercial aircraft in airspaces in Europe and America [1].
While the aviation industry has a long tradition of imposing strong safety requirements on top of any technical and
operational design decisions, it has neglected to consider security requirements the ADS-B’s protocol, which does not
provide message authentication or data encryption. The
same type of negligence in protecting networked systems
is evident in industrial control systems [2] or power grids
[3]. The omission of security primitives in the ADS-B communication protocol is, however, particularly problematic
as ADS-B messages are broadcast over the wireless channel. The system is therefore susceptible to various kinds of
well-known message injection and manipulation attacks.
Aviation authorities long argued that the security issues
found did not constitute a real threat in ADS-B because efforts to launch critical attacks were considered too difficult
and costly. This view on the security of ADS-B has changed
recently after hackers at Black Hat and DEFCON [4, 5]
and academic researchers [6] reported that they were able
to successfully launch attacks on air traffic control networks
using only low-cost software-defined radios. Since then, security has become a top priority on the authorities’ agendas and work groups were installed to address this most
urgent problem [7]. While there have been no proven (or
disclosed) attacks in the wild, security issues in ADS-B have
also played a role in discussions about the recent disappearance of Malaysian aircraft MH370 (e.g., [8]).
In this work, we investigate how the threat of false-data injections can be mitigated in air traffic surveillance networks.
The attack scenario is a malicious party who wants to falsify the recognized air picture by injecting false messages
about aircraft locations. We consider different threat models where the attacker is fixed, mobile, on the ground, or in
the air, and propose and evaluate methods to detect these
false messages. None of our methods require changes to
current standard or to the aircraft’s legacy hardware equipment. This lightweight approach is particularly important
given aviation’s long adoption and certification cycles.
We make the following contributions in this paper:
• We identify and discuss a relevant threat model comprising distinct types of attackers that threaten ADSB surveillance networks and general air traffic security.

• We propose lightweight countermeasures based on location fingerprints which are used for statistical verification of flight data, and to directly locate aircrafts.
• We evaluate our approach on real-world data and show
that it performs better in wide area aviation than currently utilized countermeasures such as multilateration. Compared to the latter, our approach is cheaper
and more scalable, and improves surveillance range,
detection speed, and location accuracy for both legitimate aircraft and attackers in real-world environments.
The remainder of this paper is organized as follows. In Section 2 we provide a short introduction to ADS-B and air
traffic control. Section 3 explains our threat model. Section
4 discusses the aircraft location problem and its characteristics. Section 5 describes the design of our approach, whereas
Section 6 details the experimental setup. Section 7 evaluates the scheme against real-world flight data and injection
attackers. Section 8 summarizes and concludes this work.

2.

OVERVIEW OF ATC SECURITY

This section gives a brief overview of air traffic control
security. We explain the vulnerabilities identified in the literature and examine the proposed countermeasures by comparing them with ATC system requirements and constraints.

2.1

ATC Protocols

To obtain the location, altitude and identity of an aircraft
for navigation, today’s ATC relies on traditional primary
surveillance radar (PSR) and interrogation-based secondary
surveillance radar (SSR), using so-called modes of which
Mode A, C and S are currently in use [9].Neither PSR nor
SSR surveillance technologies are able to cope with the increased air traffic density due to their limited accuracy and
coverage. The introduction of ADS-B constitutes a significant change in air traffic surveillance, replacing expensive
PSR installations and SSR-based interrogations of aircraft.
Every ADS-B equipped aircraft has an onboard Global Navigation Satellite System (GNSS) receiver to fetch their own
location and velocity, which are then broadcast in an ADS-B
message, typically twice per second each. These messages
are processed by ATC stations on the ground. This type of
surveillance is cooperative and dependent, since cooperation
by the aircraft is needed for broadcasting and the data is
retrieved by onboard sensors. While ADS-B is still rolled
out, ADS-B data is already transmitted by most aircraft.

2.2

Vulnerabilities

Since there is no encryption of ADS-B message content,
any passive adversary with a receiver listening on the 1090
MHz channel can eavesdrop on messages sent out by aircraft.
While this may pose potential risks of privacy breaches (e.g.,
the possibility of tracking private planes), this is a by-product
of ADS-B’s open design and such honest-but-curious attackers are not considered further in this work. Similarly out of
scope are non-selective jamming attacks, which are inherent to the wireless medium and must be dealt with through
conventional anti-jamming techniques.
Outside these inherent vulnerabilities, an attacker that
can actively interfere with ATC communication poses a much
more severe threat to security. With the introduction of
software-defined radios (SDR) and receiver implementations
freely available on the Internet, a somewhat knowledgeable
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Figure 1: Result of an ADS-B injection attack. The radar
screen shows legitimate ADS-B equipped aircraft and aircraft detected by PSR/SSR surveillance alongside aircraft
injected by an adversary. On the screen, the injected aircraft
(ADSB5, ADSB6) are indistinguishable from real ones.
attacker can exercise full control over the ADS-B communication channel. This means that the attacker is able to
modify and inject ADS-B messages into ATC systems and
manipulate radar screens, affecting the situational awareness
of pilots and controllers. There are a multitude of such active attacks (for an overview see [10, 11]) which only require
standard off-the-shelf hardware to execute, including:
• Ghost Aircraft Injection / Flooding: As demonstrated in [4, 6], injected ADS-B messages, claiming to
be non-existing aircraft (so-called ghosts), are hard to
detect. Especially under difficult weather conditions,
injecting one or many different ghost aircraft may lead
to serious distress for ATC and pilots.
• Aircraft Disappearance: Selectively jamming (as
described in [12]) all ADS-B messages by a single aircraft would make the aircraft vanish from the ADS-B
channel, requiring ATC to use backup systems.
• Aircraft Spoofing: Every ADS-B message requires
an identifier which simply be replaced with an arbitrary one. Copying a known and trusted aircraft identifier may, for example, reduce the likelihood for alarms
when an unexpected object is detected on the radar [6].
• Virtual Trajectory Modification: This attack is
executed by selectively jamming an aircraft’s messages
and replacing them with modified location and heading
data. This leads to a discrepancy between the real
aircraft position and the one received by ATC [6].

2.3

Why is securing ADS-B a problem?

In the following, we discuss the crucial aspects and requirements to achieve effective protection of NextGen air
traffic communication networks.

Legacy requirements. It is important that proposed security designs should not require changes to the existing protocols. This legacy requirement is common to slow-changing
industries such as aviation. ADS-B, for example, has been
in development since the early 1990s and is only now being
deployed, over two decades later. Hence, urgently needed
countermeasures against ADS-B attacks ought to work alongside the current system without disrupting it [13, 14].

Cost effectiveness. Cost has regularly been named as a
main driver of NextGen air traffic adoption [15]. Conventional PSR and SSR technologies are both more expensive
to deploy and experience much higher wear and tear compared to ADS-B. The International Civil Aviation Organization (ICAO) specifies the technological cost of using PSR to
monitor an en-route airspace at $10-14 million, while Mode
S surveillance is priced at $6 million and ADS-B at a significantly cheaper $380,000 [16]. Being able to rely only on
secure and accurate ADS-B data would be very cost-effective
and thus a crucial argument considering the massive investments already made during the transition to ADS-B.

Loss tolerance. As has been studied before (e.g., [13]),
there is substantial message loss on the 1090 MHz channel
shared by ADS-B and other ATC communication protocols.
With loss rates often exceeding 50% and peaking at up to
90% in airspaces with fewer than 100 aircraft in transmission range,1 the impact of any additional measure on the
stability and reliability of the whole network must be considered. Recent studies have looked at the possibility of
introducing cryptographic methods to the ADS-B protocol
(e.g., [18]). While most of these works have considered theoretical message and communication overhead introduced by
cryptography, real-world loss figures indicate a much deeper
issue. While cryptography can compound the loss problem,
message loss itself can also affect the reliability and efficiency
of a cryptographic method used to secure ADS-B.
Fig. 2 shows an example of the relationship between loss
and distance from our data. The regression equation is

Figure 2: Relationship between loss and aircraft distance
from a receiving ADS-B sensor. The (least squares) regression line shows that there is a basic message loss of more than
30% with approximately 1% of additional loss per 10 km.

2.4

That ADS-B security is lacking has been well-known for a
long time, warnings by interested parties can be traced back
as far as 1999.3 However, only in recent years has it become
a prominent topic, with broad reporting in the mainstream
press [19, 20] prompted by various talks at security conferences such as Black Hat and DEFCON [4, 5, 21].
In this section, we discuss the previously proposed countermeasures and explain why they are insufficient:4
1. Multilateration: Hyperbolic positioning, or multilateration (MLAT), has been proposed throughout the
academic literature [22, 23, 24] and can certainly be
considered the standard recommendation when it comes
to the mitigation of threats to the integrity of ADSB messages. An MLAT system features four or more
receivers in several locations that pick up the same signal and measure the time difference of arrival. Many
algorithms (for an overview, see [25]) exist to solve
the resulting system of equations to find the sender’s
origin and hence establish its legitimacy. ICAO itself
considers the use of navigational backup systems such
as MLAT an important part of the security concept
for NextGen systems [14]. MLAT has long been utilized for both civil and military surveillance as it is cooperative and independent, making it a viable method
to verify the positional claims made by aircraft using
their radio signals. Unfortunately, it is very expensive
to deploy enough sensors to provide reliable and thorough coverage of an airspace with MLAT. Currently, it
is only an option in limited airspaces around airports
where it is in common use as of today.

y ∼ 0.31451 + 0.000985 · distance [km]
showing a baseline message loss of around 30% and approximately one additional percent of loss per 10 km. Such
numbers constitute a severe problem for the operational
procedures of ADS-B as air traffic density increases further world-wide. They also pose a problem for security approaches that rely on frequent message reception.

2. Data fusion: Related, to the above point, the fusion
of ADS-B data with other navigation systems has also
been proposed widely in the academic literature, see
e.g., [22, 23]. These systems can include Mode-S, PSR
or other ATC systems that are currently in use. However, the use of these systems defeats the original purpose of ADS-B, cost savings and increased accuracy,
both of which are fundamental for the next generation
of air traffic control. Furthermore, ADS-B has been
developed to be the sole means of surveillance in areas
where current ATC is not sufficient, such as in large
parts of Australia and Canada, or over oceans.

Openness. ADS-B was designed to be an open protocol,
i.e., encryption of the message content was not considered
desirable in the planning stages. Despite the availability of
cheap and powerful SDRs which sparked the recent concerns
over authentication and integrity, the flight authorities in
Europe and the US have shown no interest in changing this
open approach.2 It is likely that even for future generations
of similar data communication networks, passive listening
will be possible and even desired, as legacy issues, compatibility and administrative differences across countries and
airspaces will continue to play an important role.
1
In busy airspaces such as LA, aircraft quantity can easily
exceed 200 within ADS-B transmission range, a number that
is expected to grow further in the future [17].
2
As stated by ICAO: http://goo.gl/IhGvoB

Existing Countermeasures
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See e.g. http://www.airsport-corp.com/adsb2.htm.
This survey [9] provides a more detailed overview of the
current state of ADS-B security.
4

4. Kalman filters: Kalman filters are an estimation
technique, which predicts the future trajectory of a
flight based on recent directional information. Several
works have suggested Kalman filters for aircraft intent
verification to detect obvious discontinuities in transmitted ADS-B data [22, 28]. However, this is mostly
an approach to detect less sophisticated attackers injecting unrealistic flight data and would not protect
against even a simple replay attack for example, or a
valid-looking trajectory change (known as frog-boiling
attack [29]). As described in the next section, we use
a stronger adversary model in our work.
In summary, none of these countermeasures have proven to
provide sufficient security for data communication networks
used in ATC. Despite this, MLAT is enjoying widespread
acceptance in modern aviation, hence we consider it in more
detail later in this work and use it as a baseline comparison
for our own verification scheme.

3.

THREAT MODEL

Taking into account the vulnerabilities identified above,
we develop a threat model for ADS-B false-data injection attacks. We describe a realistic set of possible attacker types,
based mainly on their resources and their intentions. All attacker types cover distinct threats that NextGen ATC systems need to consider, driven most notably by technological
advances such as cheap off-the-shelf SDRs and drones.
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3. Cryptography: Several authors (e.g., [10, 26]) have
conducted a holistic security analysis of the NextGen
implementation plan and discussed cryptographic means
to deal with authentication issues in ADS-B. They
acknowledge the non-trivial difficulty of solving the
open questions about key management and distribution in a technically and politically complex environment. Even if this can be overcome in the future,
message and communication overhead on a channel already suffering from severe message loss present another major concern for a traditional authentication
protocol. Lightweight encryption has also been proposed in other works on ADS-B security (e.g., [4, 6,
22]) and some potential approaches have been analyzed more closely in [18, 27]. One main obstacle for
cryptographic adoption is the small size of commercial
ADS-B messages (only 56 bit are available in the 1090
Extended Squitter format) which makes a fundamental
change to a new protocol necessary. This is not only
undesirable but infeasible for the foreseeable future due
to the legacy constraints of the industry, where a typical protocol development cycle takes decades.
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Figure 3: Graphical overview of the four distinct attacker
types. Attacker 1 is stationary on the ground, attacker 2 is
mobile on the ground, attacker 3 has mobility up to a few
hundred meter above ground. All three attackers inject a
ghost aircraft onto the channel. Attacker 4 is a commercial
aircraft using its legitimate transponder to send out wrong
ADS-B messages to conceal its true position.

• Replay Attack: This attack captures real ADS-B
data in the area and plays it back at a later time without modification. This is a traditional replay attack,
which is trivial, considering the ADS-B protocol has
no built-in authentication. Concretely, we assume that
the attacker captures a given flight’s ADS-B messages
(positional, velocity, identification and potentially others) and plays them back in the same order.

• Message Injection: This type of attack injects a
new ghost aircraft created from scratch, by creating
correctly formatted ADS-B messages according to the
specified standards [30]. We also assume the attacker
crafts his messages with a legitimate identifier and reasonable flight parameters (e.g., believable altitude and
speed) to create an aircraft which on an ADS-B radar
is indistinguishable from a legitimate one. This also
forms the basis of virtual trajectory modification, virtual aircraft hijacking and aircraft spoofing attacks [9].

False-data injections
We base our threat model on false-data injection attacks,
i.e., an adversary who seeks to inject outdated, fake or otherwise incorrect data into an ADS-B surveillance system.
We consider this the most important problem to study since
such injections are the basis of most of the attacks on the
ADS-B system described in the literature and can have the
most subtle, yet devastating effects.
In the scope of this work, we identify two main scenarios
for an attacker injecting data onto the wireless communication channel: replay attacks and message injections.

For both scenarios, we adopt a non-naive attacker that has
a sufficient amount of knowledge to inject valid-looking position messages. In other words, we assume these ADS-B
messages are well-formed and their content is reasonable
and able to withstand a superficial sanity check. The attackers have different mobility models which can influence
the temporal credibility of their positional claims as their
physical positions and signal characteristics change. In this
section, we provide a concrete description of the attackers’
characteristics (see also Fig. 3 for an illustration).

3.1

The typical ground-based and stationary attacker wants
to exploit the well-known and publicized security holes in
ADS-B with existing, easy-to-use attacks and typically possesses fewer technical means. Using a programmable ADSB transponder such as a software-defined radio, the attacker
listens in to legitimate radio communication on the 1090 MHz
channel, modifies the aircraft identifier and/or information
such as position and velocity and plays it back.

3.2

Ground-based and mobile

The second type of attacker also uses an SDR to inject
data into the ADS-B system but is mobile. Concretely, we
assume the attacker is using a battery-powered laptop and
utilizes a ground-based vehicle to achieve (somewhat limited) mobility. This enables the attacker to change position
with an assumed speed of 50km/h. While they are normally
constrained by the given infrastructure, we assume they can
freely roam on the ground within their speed limits.

3.3

Low airspace and mobile

Attacker 3 is mobile within the limits of a typical unmanned aerial vehicle. Without loss of generality, we assume
a hand-held commercial UAV, for example a standard model
working within 2 km range, up to an altitude of approximately 600 m and with a vertical top speed of 100 km/h.
In general, a UAV is a versatile ADS-B sender and a much
more flexible tool for an attacker than ground-based solutions. The airborne attacker seeks to emulate the physical
characteristics of a commercial aircraft (or other UAV using
ADS-B for navigation and collision avoidance in the future)
much more closely than the previous threat models.

3.4

High airspace and mobile

Attacker 4 differs from the previous three types in the fact
that the sender is actually a legitimate aircraft. While the
other threat models assume that the messages are injected
onto the ADS-B channel by outsiders seeking to cause confusion within air traffic control systems, we now consider the
case where a malicious person has control over a commercial aircraft and its ADS-B transponder. The inside attacker
tries to conceal the real position of the hijacked aircraft by
sending out fake positional ADS-B data. When the aircraft
is diverted from its original course, its messages claim that
everything is normal, prompting no action from authorities
relying on ADS-B. Even where this virtual trajectory modification variant is picked up by other systems such as PSR,
this would delay detection, and consequently the initial response, in a situation where even seconds can be crucial.

4.

Rcv2

Ground-based and stationary

CONSIDERATIONS ABOUT AIRCRAFT
LOCALIZATION

In this section, we discuss several characteristics inherent
to the air traffic location problem and distinguish between
location verification and location estimation in this context.
We also discuss MLAT in more detail, a well-established
navigation technique in aviation that can independently detect injected ADS-B positions. As we argue in this section,
while still a viable solution in some areas, the real-world applications of MLAT in the air traffic surveillance space are
considerably limited and require significant improvement.
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Figure 4: An example illustrating the calculation of expected
TDOAs. The assumed distance of the sender to both receivers is multiplied by c. Subtracting the smallest time ti
from the other times gives the TDOAs relative to receiver i.

4.1

Problem Characteristics

We identify the following characteristics distinguishing the
aircraft location verification problem from other wireless localization problems (e.g., in wireless sensor networks or vehicular ad hoc networks):
• Outdoor line-of-sight environment: Contrary to
many location estimation and sender verification problems found in academic research, the aircraft location
problem is naturally outdoors. On the 1090 MHz channel, the line of sight (LOS) is a crucial factor in receiving signals. We require an outdoor LOS propagation
model for our work in terms of loss and propagation.
• Vast distances: In wide area surveillance, the distances covered are naturally much larger than in more
local or indoor problems. Aircraft flying at cruising
altitudes (typically 35000 feet or higher for commercial aircraft) can be observed up to the radio horizon
of 400 km or more. This is orders of magnitude larger
than typical indoor location problems. While we gain
most over such large distances, our approach can easily
be adapted for airport surveillance, too.
• Few multipath effects: At typical aircraft cruising
altitudes, we experience comparably few diffractions
leading to multipath effects that influence signal characteristics. This enables us to use simpler theoretical
models than in more complex indoor and multipathrich environments. Most importantly, the propagation
timings between aircraft positions and sensors can be
approximated easily by using the speed of light c.

4.2

Location Verification vs. Estimation

One popular means proposed to secure navigation protocols that do not inherently provide encryption has been
location verification, which is an umbrella term for a set
of methods that can be used by receivers to independently
verify the location claim of a sender. This is crucial to detect
an intruder who is replaying or injecting false data.
Location estimation constitutes a subset of location
verification methods whereby the actual location of the sender
is estimated and compared to the claimed location. By comparing the claimed data with our own, we can easily verify if
the sender is near the claimed position and thus identify unlikely or impossible flight trajectories. Furthermore, having
estimated the location of the signal directly provides its origin and opens up further options of dealing with an attack.
There has been a large body of work in the popular area of

High Dilution of Precision

compute a position of an object in 3D space. However, it is very difficult to get the precise altitude of an
aircraft when all the receivers are on the ground (i.e., in
one plane) and do not provide sufficient elevation angle
diversity. In that case, the vertical dilution of precision (VDOP) may be too large, so that only horizontal
coordinates are calculated for aircraft surveillance and
the altitude is obtained by other means [33].

Range of Measurement
Errors

Rcv 1

Rcv 2
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3. While not a security challenge per se, MLAT systems
are very expensive. ADS-B needs only one receiver for
accurate wide area surveillance; MLAT requires every
signal to be received by at least four stations with little
noise. Geographical obstacles (e.g., mountain ranges,
oceans) make it even more difficult to install a comprehensive wide area system at the desired service level.

Rcv 2

Low Dilution of Precision

4. A determined and resourceful attacker could spoof wireless signals such that using their TDOAs for localization would result in a position of the attacker’s choice.
This is shown in [34] for the case of GPS. While based
on TDOAs, too, GPS is different as only a single receiver is attacked. The authors further discuss the case
of spoofing a group of distributed GPS receivers similar to MLAT. They find that a system of multiple receivers severely restricts the attacker placement, each
receiver making an attack exceedingly more difficult.

Figure 5: Geometric dilution of precision. The circles show
the measurement errors of the respective receivers; the intersections demonstrate the area where the true location of
the measured object can be found.

location estimation methods. Most relevant for the aircraft
location verification problem are methods based on the time
differences of arrival between the receivers of a signal.
The time differences of arrival (TDOA) of a received
signal between multiple sensors are a primitive that can be
used to establish the possible location(s) of a sender. Using
an outdoor LOS propagation model suitable to the aircraft
location verification problem, we can calculate the absolute
propagation times of an ADS-B signal to the ground stations
by dividing the distances d1 , ..., dn between the sender and
each of the stations by the speed of light c (see Fig. 4).5

4.3

The Drawbacks of Multilateration

MLAT is a proven and well-understood concept that is
used in civil and military navigation and already serves as a
backup for ATC around some airports. It is the consensus
solution in academia and aviation circles regarding shortand medium-term security against injections of ADS-B position messages. However, there are potential pitfalls:
1. MLAT is highly susceptible to noisy environments and
even small measurement errors outside a small area.
An important quality metric for a deployment and its
MLAT accuracy with respect to the target object’s
(the sending aircraft, in case of ADS-B) relative position is the geometric dilution of precision, or GDOP. It
describes the effect of deployments on the relationship
between the errors of the obtained time measurements
and their resulting impact on the errors in the object’s
calculated position, or formally:
∆Location Estimate = ∆M easurements · GDOP
GDOP is widely used in positioning systems such as
GPS, where good ratings for this multiplier are commonly considered to be below 6, with 10 to be fair and
everything over 20 to be of poor quality [32].
2. Theoretically, four or more sensors are sufficient to
5
As the propagation is not happening in a vacuum, this is an
approximation, however, the difference is insignificant [31].

Considering some of these drawbacks and the fact that MLAT
is currently the main security solution for unauthenticated
ATC networks, we argue that there is an urgent need for
other TDOA-based approaches that improve on these problems and provide an immediate practical increase in security.

5.

DESIGNING LIGHTWEIGHT LOCATION
VERIFICATION OF AIRCRAFT

We propose a solution to verify the location of aircraft
based on the physical security properties of TDOA measurements but apply new methods to counter some of the realworld drawbacks of MLAT. By using a mix of deterministic
location estimation techniques and statistical approaches,
the utility of surveillance data can be vastly increased.

Scalability and coverage
One of the main goals of our design is to tackle MLAT’s scalability and coverage problems. An ATC data communications network consists of a given number of sensors that are
deployed outside, in a line of sight with the airspace they are
expected to cover. Naturally, overlapping reception ranges
between receivers are required to obtain TDOAs. If more
sensors are to receive the same message, they need to be
located closer together. While this increases the overlap, it
also decreases the overall ADS-B coverage of the receivers.
Worse even, only a small part of the MLAT coverage is usable, since GDOP causes its accuracy to deteriorate quickly.
Methods not suffering from GDOP and working with fewer
sensors could vastly improve security compared to MLAT.
To demonstrate this fact, we analyzed more than 50 million ADS-B messages from aircraft at cruising altitudes (ca.
38000 ft) with a network comprising 8 receivers (see Table 1).
Fig. 6 shows the regions where messages are picked up by a
given number of receivers. It also depicts the MLAT-capable
area which makes up roughly 5% of the overall covered area.
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Figure 6: The map shows the practical reception ranges of
a real-world 8 sensor ADS-B system. The turquoise part is
the MLAT-capable area, the purple center shows the area
with acceptable (i.e., DOP < 10) accuracy.

The area where MLAT is reliably accurate is even smaller
at around 0.37% of total coverage. When we look at the
relative number of messages which can be used for verification purposes, this becomes even clearer. Less than 4% of
all messages are seen by 4 or more sensors on the ground
and can be used for MLAT. If we take into account dilution of precision, we are left with 0.36% of usable messages.
While these numbers concern a natural deployment under
real-world constraints, we found that even in simulations
with near-optimal coverage (e.g., rectangular or triangular,
as discussed in [35]) this does not change significantly.
Of all analyzed legitimate flights for which we received
more than 100 messages, 87.7% had at least 10 messages received by 2+ sensors, 65.37% by 3+ sensors and only 9.73%
were MLAT-capable. Taking these results into account, we
propose other TDOA-based methods to verify aircraft location claims: a grid-based k-NN approach and statistical
verification based on expected TDOAs at ground sensors.
Both do not suffer from dilution of precision and work with
as little as 2 sensors, increasing the effective coverage of our
deployment by a factor of >100, thus vastly reducing costs.

Location verification
For our statistical location verification, we collect TDOAs
between at least two sensors that received the message and
use them to verify the claimed position of the signal. In
other words, we compute the expected TDOA as shown in
Fig. 4 and compare it to the measured values.
We use the nonparametric Wilcoxon rank-sum test to continuously check if the received sample matches the expected
distribution. By establishing the proximity to the expected
data distribution, we can validate the sender. Through collecting more sample messages, we can gain more confidence
over time, and prevent outliers without creating false positives. Of course, such a statistical verification approach
only shows that it is not impossible that the sender is at
the claimed location. However, failing this test is a certain
indication that the sender is at a different position, at least

Absolute
53,551,672

Relative
100%

Area covered
100%

21,437,841

40.03%

45.83%

7,191,209

13.43%

16.56%

2,015,532

3.76%

5.07%

321,719

0.60%

0.79%

16,068

0.0003%

0.0004%

104

2 ∗ 10−6 %

2.5 ∗ 10−6 %

191,072

0.36%

0.37%

Table 1: The table shows the absolute and relative number
of messages collected by a given amount of sensors. The last
column provides the relative area covered by the sensors.

outside measurement errors or multipath effects which can
be eliminated through repeated application.

Location estimation
Our location estimation method provides a direct and quantitative estimate of a sender’s position. These estimates can
be used to verify an aircraft’s positional claim, where an
accuracy of a few hundred meters is typically enough to establish the authenticity of an aircraft for tracking purposes.
Indoor and outdoor localization problems have been studied extensively in the literature, often in the scope of sensor networks and radar applications. Liu et al. [36] give an
overview of the techniques used in wireless indoor positioning including the different algorithms (k-Nearest Neighbor,
lateration, least squares and Bayesian among others) and
primitives such as received signal strength (RSS), TDOA,
time of arrival (TOA) and angle of arrival (AoA). While
TDOA systems are limited in indoor environments (due to
multipath effects and non-availability of time synchronization and clocks fine-grained enough to provide good results
at very short distances [37]), they offer very good performance in long-distance outdoor line-of-sight environments
such as those encountered in the aircraft location problem.
In terms of algorithms, the k-Nearest Neighbors (k-NN)
has proven to do very well in short-distance, indoor RSS
fingerprinting compared to other methods [38], although it
can become computationally expensive with large databases.
Putting these findings together, we design a novel approach to locate aircraft by creating a 2D grid that contains
expected TDOA measurements for each position. For every
incoming message, the nearest neighbors of the measured
TDOAs are calculated, then the result is compared with the
position given by the aircraft. When the estimate deviates
too far from the claim, an attack is likely.

6.

EXPERIMENTAL SETUP

Data collection and hardware
As ADS-B has been in the roll-out phase for years, we can
use real-world data to estimate the propagation characteris-

ADS-B claim

C

S1

Deviation

S2

Start of attack
N1

N2
E

Actual trajectory

T
N3

S3

S4

Figure 7: Location estimation with 3-NN in an adversarial
setting where actual and claimed trajectory diverge. Using
TDOA data from 4 sensors S1 , ..., S4 the 3 nearest neighbors
N1 , N2 , N3 found in the lookup table are averaged to obtain
the location estimate E. If the deviation between E and the
ADS-B claim C exceeds a threshold, an alarm is sent.

tics of ADS-B messages. We do not make any assumptions
on hardware features such as sending power or antennas as
there are many configurations found in different aircraft.
For our evaluation, we rely on real-world ADS-B data
which we obtained from the OpenSky project [39]. OpenSky
is a participatory sensor network that collects ADS-B messages in a centralized database. In its current deployment, it
receives data from 26 sensors, capturing more than 30 % of
the commercial air traffic over central Europe. The data is
made freely available to researchers. For the present analysis, we use a dataset that spans the period between 26 June
2013 and 25 June 2014. This dataset contains 53,551,672
ADS-B messages received from SBS-3 sensors manufactured
by Kinetic Avionics. Besides the message content, they provide a timestamp of the message reception. From this data,
we use 5 sensors that are closely located together to be able
to calculate their TDOA data. The timestamps have a clock
resolution of 50 ns. All sensors have omnidirectional antennas and can receive signals from a distance of up to 400 km.

Synchronization
As our low-cost SBS-3 sensors do not provide built-in synchronization (e.g., via GPS), we synchronize our data a posteriori with the help of positional ADS-B messages sent by
aircraft. By using the positional information in those messages and approximating their respective propagation time,
we can recover the timing offset between our ground station
sensors and achieve global synchronization. We also take
into account the drift of the internal clocks to improve the
results. Overall, this approach enables us to achieve synchronization that is low-cost and works well with minimal
requirements. More accurate and efficient synchronization
using GPS could help to further improve on the accuracy
of our results. However, the increased security of GNSS-

Algorithm 1 Location estimation offline phase. Requires coordinates of sensors and grid as input and outputs the training sets for the online phase.
1: Input: gridcoords, sensors, squaresize
2:
3: trainingset ← [ ]
4: grid ← construct grid(gridcoords, squaresize)
5: for ∀sensorcombinations do
6:
tdoa training ← [ ]
7:
for ∀gridsquare ∈ grid do
8:
tdoas ← compute tdoas(sensors.coords,gridsquare)
9:
tdoa training.add(tdoas, gridsquare)
10:
end for
11:
trainingset.add(tdoa training, sensorcombination)
12: end for

free synchronization is another major advantage besides cost
savings. It is obvious that in the attacker model with full
access to the wireless channel, GPS-spoofing or jamming6
are further tools available to the attacker besides the mere
injection of ADS-B messages and hence GPS does not necessarily improve the overall security of the system.

Grid design
We construct a 2D grid over a typical flight altitude of
38000 ft (ca. 11,582 m) with a size of 2 degrees longitude
and 2 degrees latitude which, due to the Earth’s spherical
geometry, translates to an area of ca. 150 km · 220 km =
33, 000 km2 . We obtain evenly-spaced approximate squares
where the number of squares (or square size) is a trade-off
between performance and accuracy as elaborated in the evaluation section. Of course, computation time and accuracy
also depend on the size of the surveillance area. 33,000 km
are representative for wide area ATC surveillance, covering
aircraft’s en-route flight phase at cruising altitude.

6.1

Location Verification

Location verification as discussed in this section takes
TDOA data as input and outputs whether the data matches
pre-determined characteristics of the claimed position.

6.1.1

Offline phase

In the offline phase of the location verification approach,
we create a lookup table with fingerprints for every grid position. In detail, we save the deviations between real and
expected TDOA between two or more sensors and create a
sensor-specific distribution, taking into account all the realworld noise introduced through propagation, synchronization etc. These distributions are leptokurtic with a mean of
0 and a standard deviation of approximately 1 microsecond.

6.1.2

Online phase

In the online phase, we continuously test the likelihood
of the measured TDOA of a message. The deviation between the expected TDOA based on its positional claim and
the actual TDOAs must conform to the distribution of our
collected data for any receiving sensor j. This approach is
especially useful when a message has been received by only 2
6

A practical real-world threat, see e.g. [40].

Algorithm 2 Location estimation online phase. Requires the number of neighbors k and the trainingsets
from the offline phase as input and calculates the distance between its location estimate and the message’s
claim. If threshold is exceeded, an alarm is sent.
1: Input: threshold, k, trainingset, f light
2:
3: loop
4:
m ← new position message(f light)
5:
r ← receivers(m)
6:
if number of receivers(m) > 2 then
7:
tdoas ← calculate tdoas(m)
8:
trainingset ← get trainingset(r)
9:
knn ← run knn(trainingset,tdoas,k)
10:
estimate ← get center(knn)
11:
end if
12:
deviation ← m.locationclaim - estimate
13:
if deviation > threshold then
14:
alarm
15:
end if
16: end loop

sensors (i.e. only a single TDOA measurement is available),
so an accurate solution is not possible with traditional location estimation methods.
We can gain more confidence over time by collecting more
samples and comparing their distribution to the expected
one, effectively dealing with outliers without creating false
positives. To check if the measurements match the expected
distribution, we employ the nonparametric Wilcoxon ranksum test to test the null hypothesis
H0 : The sample comes from the same distribution as our
training data.
against the alternative hypothesis
HA : The sample comes from a different distribution than
our training data.
(i.e., they are sent from a source not legitimately at this
position) at a 99.99% significance level. The Wilcoxon test
is more robust on non-normal distributions as we experience
them, compared to other distribution or location tests.
If there is data from more than two receivers available, we
increase the robustness of this approach by using a majority
voting function to decide whether to classify a flight as legitimate or not. When more than 50% of sensors reject the
hypothesis, we classify a flight as illegitimate.

6.2

Location Estimation

Our location estimation also uses an offline training phase
while the online phase continuously verifies new aircraft.

6.2.1

Offline phase

Over an exemplary grid of N · M squares, we generate one
fingerprint vector of TDOAs between the 5 sensors for every
square. We then create a training set
subset of

P for nevery
combinations with at least 2 sensors ( n
i=2 i , with n being
the number of sensors), i.e., 26 sets overall. This is required
when a message is received by fewer than all 5 sensors. In

Attacker Type
Ground, stationary
Ground, mobile
UAV
Aircraft

Dist. from claim [start/end/avg]
74.772 / 90.439 / 78.176 km
74.897 / 88.682 / 77.535 km
74.287 / 87.417 / 77.417 km
0 / 27.778 / 7.191 km

Table 2: Averaged horizontal distances from the four attackers’ positions to their claimed aircraft positions during the
time that flight data is injected.

that case the appropriate set is chosen to find the k nearest
neighbors. Algorithm 1 details our approach.

6.2.2

Online phase

In the online phase, new message data is analyzed and
the location verified (see Algorithm 2 for an overview of the
whole process). Using the k-Nearest Neighbors algorithm,
we find the closest points from our training grid that match
the fingerprints of our test data.
Setting the number of nearest neighbors to k, we match
the received fingerprint R = T DOA1 , ..., T DOAn to the
saved grid fingerprint F based on their Euclidean distance

D(R,F )

v
u n
uX
= t (R T DOAi − F

T DOAi )

2

i=1

It is intuitive that in the spatial domain of our grid there
are multiple neighbors that are approximately the same distance from our point of interest, hence k is an important
parameter influencing the accuracy. If k > 1, the positions
of all k neighbors are averaged by taking the mean of the
longitude and the latitude. This constitutes the estimate of
the aircraft position which is closer to the true location than
any single neighbor (see Fig. 7 for an illustration).

7.

EVALUATION

In this section, we use the collected flight data to verify our
approach. Furthermore, we inject data from four different
attackers to test the system’s resilience against intruders.

Test data
We use real-world flight data to test our scheme. Taking
10,443 legitimate flights with more than 100 collected messages each, we show that they are accurately verified by
our system. Furthermore, we use data from various simulated attackers (due to ethical reasons, we do not implement
real-world attacks) on the ground and in the air and check
whether they will be verified or not. Table 2 shows the average simulated positions for all four attackers as described
in Section 3. Using an omnidirectional antenna, each attacker injects 200 messages with the legitimate coordinates
of a real flight from our sample and follows specific location
patterns:
• Attacker 1 has a fixed random horizontal position on
the grid with an altitude between 0 and 500 m from
which all 200 messages are sent.
• Attacker 2 is defined by a random start position similar to attacker 1 and a random horizontal direction,
moving on the ground with a speed of 50km/h.

# sensors
# messages
Legit flight
Attacker 1
Attacker 2
Attacker 3
Attacker 4

2
1
0
0
0
0
0

10
<0.1
93.8
98.6
98.8
74.4

30
0
91.2
95.9
96.3
80.6

3
100
0
93.8
94.0
94.5
89.5

1
0
0
0
0
0

10
<0.1
99.9
99.8
99.8
74.4

30
0
99.7
99.5
99.6
80.88

4
100
0
99.9
99.9
99.9
94.1

1
0
0
0
0
0

10
<0.1
99.5
99.9
100
70.56

30
0
99.2
99.8
99.9
79.36

5
100
0
99.9
99.9
99.7
90.3

1
0
0
0
0
0

10
<0.1
100
99.9
100
79.1

30
0
99.9
100
99.9
92.2

100
0
100
100
100
95.6

Table 3: Results of the location verification approach dependent on number of received messages and number of sensors. The
values signify the percentage of flights that have been classified as attackers.

• Attacker 3 is defined by a random start position, a
random altitude between 0 and 1100m and a random
horizontal direction, moving with a speed of 200km/h.
• Attacker 4’s starting position is the same as the real
aircraft but diverts horizontally at a random angle between 10 and 45 degrees (at cruising altitude), making
attacker 4 the most difficult to detect.
The attacker’s TDOAs are calculated by dividing the 3D
distance between the sensors by the speed of light c and
adding some white Gaussian noise analogous to our real data
to account for measurement and processing errors. We test
each scenario 1000 times and analyze the detection rate.

7.1

Location Verification

Table 3 shows the results of testing our location verification method. As we can see, it is able to detect all attackers
successfully, while minimizing false positives. For all legitimate flights, the null hypothesis is accepted when at least
30 samples are collected. For attackers 1-3, which are all
relatively far away from their claimed distances (i.e., on the
ground or in low airspace), H0 is generally rejected after
collecting 10 or more message samples. False negatives stay
in the low single digits even with TDOAs gathered by only
two sensors. For the most powerful attacker 4, who is acting very similar to the injected ADS-B claims, a sample size
of 50 is needed to detect most of the injected flights. In a
non-lossy environment, we can collect 50 messages in under
10 s. Assuming 50% message loss, we are alerted within 20 s
after the aircraft has diverted from its claimed course.

7.2

Location Estimation

We first compare our location estimation method with the
GPS-based ADS-B position claims of legitimate flight data,
to ensure its accuracy. We use a data set of over 100,000
positional ADS-B messages from a two-week sample where
every message has been seen by 5 sensors, providing us with
the necessary TDOA measurements. All location claims are
on the grid in terms of latitude and longitude, while the
mean altitude is 11,148.8 m (σ = 687.59 m). Table 5 shows
the location estimation quality using k-NN with squares of
five different sizes over an area of 33,000 km2 with k = 5 (see
Fig. 8) for the optimal choice of k).
As expected, increasing the number of squares has a positive impact; the smaller the square, the more accurate location predictions become. For example, a reduction in grid
square size from 600 m2 to 300 m2 improves mean accuracy
by 37.5%. This naturally comes with a trade-off as the computational time to run the k-NN algorithm increases linearly
by 400%. Overall, we found that 150 m2 provides a good
trade-off between accuracy and performance.

Error [m]

MLAT

2 sens.

3 sens.

4 sens.

5 sens.

Mean
Median
RMSE
99%ile

199.5
91.9
334.5
1306.7

26,956.7
22,737.1
33,380.4
63,500.2

311.8
145.4
761.3
2,469.6

147.3
95.8
237.6
983.7

122.3
84.9
190.3
870.6

Table 4: Average horizontal errors using k-NN (k = 5) with
150 m square size and different amounts of receivers. MLAT
(5 sensors) is provided as comparison.

We also compared k-NN with a linearized MLAT algorithm using the same TDOA measurements from 5 sensors.
The results show that with a 600 m2 grid size, k-NN does
14.2% better than MLAT on mean errors, increasing to 41%
for a 50 m2 grid size. Overall, we find that k-NN does better
than MLAT on noisy TDOA measurements such as those
we experienced in our real-world data. Especially the more
outlier-sensitive metrics RMSE and mean improve with kNN while MLAT generally shows good median results. Since
k-NN does not suffer from dilution of precision, this is to
be expected as the mean GDOP in our dataset is 24.35
(σ = 8.06). Taking only “good” values below 10 into account,
MLAT are bound to metrics improve vastly. However, doing this also decreases the number of usable messages by
over 90%, reinforcing the fact that k-NN is useful in a much
larger area. Of course, there is no reason why all considered
TDOA approaches cannot easily complement each other.
The computational time is the trade-off for k-NN’s accuracy. Only with the largest square size of 600 m2 it is comparable to MLAT. However, depending on the density of the
airspace and the available equipment, even larger grids and
longer computation times would not pose a problem in realworld settings.7 In scenarios where location estimation is
run mainly to verify suspicious aircraft claims, it is entirely
irrelevant as the examined amount of data is very small.
For a comprehensive security approach, it is furthermore
important to compare the impact of sensor numbers on location estimation. Table 4 shows the results for the same
dataset and a 150 m2 grid size, if only a subset of the five
sensors receives the messages. After analyzing all possible
subsets and averaging the results, we find that with only
three sensors sufficient horizontal accuracy can be achieved.

Attacker Detection
We analyze the results of our attacker models who inject
false ADS-B data from a different location. From our ex7

The complexity of the MLAT algorithm is constant, while
k-NN depends on the number of squares, i.e., both the size
of the monitored area and the desired accuracy.

Mean distance to ADS−B claim [m]

Estimate

300
Square Size 600m2
Square Size 300m2

250

Square Size 150m2
Multilateration

Attack 1
Attack 2
Attack 3
Attack 4

200

150

Dist. to claim [km]
k-NN
MLAT
78.174
120.440
78.408
118.325
78.217
117.498
7.228
7.227

Dist. to attacker [km]
k-NN
MLAT
2.056
47.505
1.918
44.947
2.021
44.255
0.145
0.270

100

50

1

3

5

7

9

11

13

# of neighbors k

Figure 8: Optimal choice of neighbors k for different square
sizes (MLAT as comparison). We can see a large improvement until k = 5, further decreases in mean accuracy are
small and less pronounced with smaller square sizes.

perimental analysis of the legitimate data, we find that the
system should flag a given flight as illegitimate when the average deviation between ADS-B claim and k-NN estimate
exceeds 1,000 m over 12 messages received by 3 sensors.
With this setting we encounter zero false positives in our
test data, yet detect all false-data injections by attackers 1-3
within 12 messages as their location far exceeds the threshold. Attacker 4, who starts from the correct position, is
detected in fewer than 38 messages on average, i.e. after
about 20 seconds without loss or 40 seconds assuming 50%
loss. MLAT is not able to function and detect the attackers
with 3 sensors. Naturally, the precise thresholds depend on
equipment and scenario and should be fitted accordingly.
Besides detection of false claims, location estimation can
provide a guess of the attacker’s current location. Table 6
provides the results for all four attacker types. Our horizontal estimate for the origin of message signals fits within
approximately 2,000 m for the ground-/low airspace-based
attackers and for the aircraft attacker within the typical error range shown for legitimate flights of less than 200 m.
Accordingly, Table 6 also shows a major drawback of MLAT
in the same scenario. While it is feasible (though costly) to
build a system with good accuracy for larger areas in the
sky, it is difficult to provide the same level of accuracy on the
ground and within areas that are not expected to be used
for commercial traffic but could be relevant in adversarial
settings. Hence, MLAT offers a similar estimate quality for
attacker 4 in our setup but is not able to provide the location
of ground/low airspace attackers. Whereas their injections
are also detected by MLAT, the estimates are too inaccurate
to provide any information on the location of attackers 1-3.

7.3

Discussion: Sensitivity vs. Practicality

There is an important trade-off between false positives and
false negatives which has to be considered when choosing
thresholds. A sensor in a busy airspace can see thousands of
flights per day, too sensitive settings may lead to a number
of false alarms and cause users to disregard or deactivate
the system. This is especially relevant considering the timesensitivity and the general high-stress environment found in
ATC. In evaluating our system, we have chosen thresholds
that did not cause any false positives.
Yet, considering the potentially disastrous outcomes of a
real attack, it seems likely that the user will have to accept
at least the very rare occasional false alarm for increased
safety. On top of this, there are cases where an IDS would
rightly report a suspicious communication pattern by a le-

Table 6: Left: Mean distances between estimates and
claimed location injected by an attacker. Right: Mean distances to actual horizontal location of an attacker. k-NN
(k = 5) with 150 m square size. k-NN accurately detects
the distances between the attacker and the claim and gives
a good guess about the real origin of the signal. MLAT also
detects the deviations can only provide an accurate position
of the aircraft-based attacker.

gitimate flight, for example when a transponder malfunction
has occurred in an aircraft. The fine-tuning of the threshold
in practice depends on the following factors, among others:
• The number of flights registered by the sensors per day.
• Availability of backup systems such as radar or MLAT.
• The quality of the collected data (e.g., number of sensors and channel quality).
• The desired time frame (i.e., number of collected samples) after which a decision by the IDS should be made.

8.

CONCLUSION AND FUTURE WORK

In this work, we present a novel method to secure NextGen
ATC surveillance systems. We develop a realistic threat
model and show that existing and proposed countermeasures
are insufficient to deal with these threats. Furthermore, we
propose and evaluate two methods of location verification.
The first one, statistical and based on collected time differences of arrival between as little as two ADS-B sensors,
allows us to quickly detect injected data with high certainty.
Using only low-cost ADS-B sensors, we find that it outperforms MLAT in terms of range and detection speed, increasing coverage by a factor of more than 100.
The second approach requires at least three sensors to
not only detect false-data injection attackers even faster and
more reliably than MLAT but also estimate their position.
We evaluate our scheme with real-world flight data from a
large-scale sensor network and test it against injected flights
by simulated attackers. The results show that the mean
aircraft location accuracy can be increased by up to 41%
in comparison with MLAT and that ground-based attackers
can be located with a mean horizontal error of 2,000 m.
TDOA-based security solutions remain the de facto standard as they are readily available without hardware or software changes. It is important to stay ahead in the security
arms race often found in real-world systems until the aviation community works out fundamental long-term solutions
for authentication in ATC communication networks. In the
(foreseeably long) meantime, it is crucial to increase security
to protect air traffic against potentially devastating events.
In future work, we plan to integrate other indicators such
as heading and bearing of an aircraft or the received signal strength of ADS-B messages into the system to further
improve on accuracy and detection metrics.

Horizontal Error [m]
Mean
Median
RMSE
99th percentile
Relative comp. time

MLAT
199.46
91.87
334.47
1306.70
62.3%

600 m2 Grid
171.01
140.38
225.51
902.08
100%

300 m2 Grid
134.37
98.60
198.14
870.18
399%

150 m2 Grid
122.31
84.92
190.29
870.61
1599%

75 m2 Grid
118.14
80.38
187.31
841.33
7272%

50 m2 Grid
116.454
78.63
185.79
835.63
16375%

Table 5: Horizontal errors in different grid square sizes using k-NN vs. MLAT, with 5 sensors and k = 5. k-NN shows a better
mean accuracy than MLAT of up to 41% in our data set.
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